OCTOPOXXHO:

TEJIE®POHHbIE MOLWEHHUKMUA!

HA BAC
BbIXOAOAT CAMU

AdepucTtbl MOTYT
NpencTaBUTLCS CITYXK60M
6e3onacHocTU 6aHKa,
HaNoroBou,

NpoKypaTypou

JTio6on HeoXXnaaHHbIA
3BOHOK, CMC unu nucbMo —
noBoA HAaCTOPOXXUTbCH

PALYIOT BHE3AMNHOWN
BbIFOAON UIA MYTAIOT

CunbHble 3MOLMUU
NpUTYNASIOT
6auTenbHOCTb

3BOHAT
13 6aHka, nonuumMu

WN1 Opyrov opraHvsaunmn?

~ YBEOWTECD,

YTO 3TO HE MOLUEHHUKMK!

6

S NMPUSHAKOB OBMAHA

HA BAC OABAT

AdepucTbl Bcerga
TOPOMST, YTO6bI

y Bac He 6bino
BpeMeHU Bce ob6aymaTb

rOBOPAT O AEHbIAX

MNpepnaraloT cnacTtu
cbepexeHus, MoNy4mnTb
KOMMEHCaLMIO U1 BIIOXUTbLCS
B MHBECTULIMOHHbBIN NPOEKT

MPOCAT COOBLWUTb
AOAHHDBIE

310yMbIlWIEHHUKOB
UHTepecyloT peKBU3UTDI
KapTbl, Maponu 1 Kogbl

13 6aHKOBCKMX YBEe4OMJIEHWUM

Q HUKOI'AA HUKOMY

Q BAXXHO!

HE COOBLUIAUTE:
COTPYAHUKM 6aHKOB M NONULMK + Kkoppl M3 CMC
HWKOI'OA He cnpawuBatoT * Tpex3HauyHbli Kof, Ha 060pOTHOM
PEKBU3UTbI KapTbl, Naponn cTopoHe KapTbl (CVV/CVC)
us CMC, nepcoHarnbHble faHHble * PIN-kop

* Maponu/noruHbl K 5aHKOBCKOMY
NMPUIIOXXEHUIO U OHMaMH-6aHKy

* KopaooBoOe C/ioBO
+ MepcoHa/bHble AgaHHble

Kak 3awmTuTb CBoM ¢puHaHChI, :)V’I.ll-?r Hchan
yuTauTe Ha fincult.info y yp

M He NMPpOCSHT coBepluaTb
nepeBoAbl C Ballew KapTbl
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KAK SALLUTUTDBCH
OoT PULLMNHITA

®OuUWwKMHr — BMO MOLWEHHMYECTBa, Korga Y HennioBeKa KpagoyT
nepcoHas/ibHbie gaHHblIe UTU Ae€Hbrn € NOMOLLbIO canToB-noanenok.
YHacTo MOWEHHUKU OeNnalT CanThl, KOTOpPbI€ KaK ABe KanJiu BoAbl
MNOXOXXM Ha CanTbl pealnbHbIX opransauMﬁ

KAK MOXHO OKASATbCH
HA ®ULLUHIrOBOM CAUTE?

Mo ccblnkaM U3 UHTepHEeTa UN1 3NeKTPOHHOW noYyTkl, CMC,
COODLLEHUIM B COLCETAX UMK MeCCeHMKepax, peKkiamsl,
06bABMEHUN O NoTepesx, pacnpoaaXkax, KOMrneHcaumsax

OT rocygapcTea

Xakepbl yacToO B3/1aMbiBaloOT Yy>Xne akKkayHTbl,
4] q)Mll.IMHrOBaSI CCbl/IKa MOXKeT I'IPMI‘;ITM AaXKe OT 3HaKOMbIX

KAK PACINO3HATD
SOULLNHIOBbIA CAUT?

Appec oTnin4aeTcs OT HaCTOALWEro Milb Napon CUMBOSOB
B agpecHoW cTpoke HeT https 1 3Hauka 3akpbITOro 3aMKa
Ow1sainH cKonMpoBaH HeKa4YeCTBEeHHO, B TEKCTax €CTb OLWMNOKN

Y caiiTa Mafio CTpaHUL, UMK Oa)ke ofgHa — ANA BBOAA OaHHbIX
KapThbl

KAK YBEPEYDbCH OT ®ULLINHTA?

YcTaHOBUTE aHTUBUPYC U pPErynsspHO obHOBSWTE ero
CoxpaHsiiiTe B 3aKk/lafikax agpeca HY>XXHbIX CanToOB
He nepexoauTte No Nogo3puTesibHbIM CCblSIKaM

Ucnonb3yiTe oTAENbHYIO KapTy AN MOKYMOK B MHTEpHeTe,
KNaguTe Ha Hee HYXXKHYO CYMMY MpsiMO nepep, onaTon

®duHaHcoBas
Moppo6Hee o npaBunax KynbTypa
Ku6eprurueHbl Y4TamTe Ha

HakE



@ 3AB/IOKUPOBATL @ HAIMNUCATD

KAPTY 3AABJIEHUE O HECOIMACHUUA
; C OMNEPALMEN
i
« N0 HoOMepy TenedoHa 6aHKa 3asaBneHne OO/MKHO
Ha 6aHKOBCKOM KapTe 6bITb HANWCAHO:

Wnn Ha ocuumanbHOM canTe
« B T@4EHMe CyToK nocne

- Yepes MOBMNLHOE NPUIOXEHNE | CoO06LWEHNA O CNMCaHUN
» YUepes NIMYHbIN KabnHeT 570
Ha opuumnanbHOM canTe 6aHKa |« Ha MecTe B oTAe/IeHUN
. 0aHKa

« B oTAeNneHnn 6aHKa

KAK OBE3ONACUTb AEHbI'N HA CHETAX?

© OBPATUTDBLCHA

B nonuvuuuio

7
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Yem 60nbLue nogen
noaaayT 3aaB/eHuUS,
TEM BbIlIE BEPOATHOCTD,
UTO NPECTYNHUKOB
novMmarT

HUKOMY HE COOBLLAUTE: KOOOBOE CJ10OBO
« CPOK AENCTBUS KapTbl U TPEX3HAUHbIV Koa Ha3blBaWTe TOMbKO COTPYAHUKY OaHKa,
Ha ee 060poTHOM cTopoHe (CVV/CVC) Koraa camum 3BOHWUTE Ha rops4yto
NYHWUIO

« MApPoO/IN N KOAbI N3 yBELOM/IEHUN
* /IOFUH U Napo/ib OT OH1aNH-6aHKa

HE NYBJIMKYUTE
I'IepCOHaI'IbeIe OaHHbIE B OTKprTOM ,D,OCTyﬂe

YCTAHOBUTE
aHTUBUPYCbl Ha BCe YCTPONCTBA

Moppo6Hee o npaBuMnax 6es3onacHocTn
yuTamTe Ha fincult.info

BaHK He KOMNeHcnpyer
noTepu, ec/iu Bbl HapyLIXIu

npaBusia 6e3onacHoro
UCno/sib30BaHUA KapTbl

duHaHcoBas
KynbTypa



OT OHNTAMH-MOLLEHHMKOB

YTto6bl fo6paTbCca A0 BawnXx 6@HKOBCKUX CYETOB,
MOLUEHHUKAM HY>XHbl BallU MNepCcoHasibHble AaHHble
U PEKBU3NTbI KapT

Kakune cxeMbl UICNONb3yloT apepucTbl?

OBELLAIOT 30J/10TbIE FOPbI

Onpockl 3a BO3HAarpaxaeHue, colmanbHble BbINIaThl UV CBEPXNPUObLISIbHbIE
WHBECTULMNOHHbIE NPOEKThl. [apaHTUsA ObICTPOro oboralleHns — Npu3HaK ooMaHa

SAMAHUBAIOT HA PACIIPOAAXWU

OFpOMHbIe CKNAKN U HN3KNE LEeHbl MOIYT OKa3aTbCH MOLUEHHMYECKOWM yﬂOBKOI7I

CMNEKYJTIUPYIOT HA TPOMKUNX COBbITUAX

Hanpumep, 06bsaBNatoT cOOp AeHEr Ha pa3paboTKy BakKuUWH, 00eLlatoT BEPHYTb
[AeHbr 3a OTMEHEHHbIe pelickl MW NpeanaratoT NoJyHnTb roCyAapCTBEeHHbIe
potauuu

MACKUPYIOTCH

Pa3zbirpbiBatoT ponb NpoAaBLOB M MoKynaTenen Ha NonynspHbIX carTax 06 baABAEHUN

Kak obe3onacuTb cBOU AeHbru

B UHTepHeTe?
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YcTaHOBUTE aHTUBUPYC U PErYNSPHO OOHOBNSNTE €ro

3aBeanTe oTAeNbHY0 AEOETOBYIO KapPTy O/15 nnaTtexen
B MHTEPHETE N KNAaOUTE Ha HEE HYXHYIO CyMMYy Nepepn onnaTown

Bcerga npoBepsaiite agpeca 3/1eKTPOHHOW NOYTbl U CAalTOB —
OHU MOTYT OTIMYATLCA OT OPULINANBHBIX MWW b NAapoO CUMBOMOB

He nepexoaute no ccbiyikaM 0T HE3HaKOMLEB —
cpasy yoansite COMHUTE IbHbIE COOOLLEHUS

HukoMy He coobLaliTe CBOW NePCOHarnbHble AaHHbIE

Moppo6Hee o npaeMnax
KnbeprurmeHsol ﬁ ®uHaHcoBas
unTanTe Ha fincult.info KynbTypa



@ baHk Poccum

KAK SALLUTUTD
CBOUTAOXETbI OT BUPYCOB

BUPYCbI:

« OTKPbIBAIOT yAA/I€HHbIA AOCTYN K BalleMy YCTPOMACTBY
« KPaAyT NOrvHbl U NApPONN OT OHNAaH- U MOBGUNbHOro 6aHKa

* NepexBaTbIBAlOT CEKpPETHbIe KOAbl U3 COO6LLLEeHUNA

3anosiyumB 3TU AaHHble, KN6eprnpecTynHUKU
MOryT NOXUTUTb BCE AEHbLIM C BalUUX CHETOB -\

3aBucaer, nepesarpyxaetcsa uin oTk/iro4HaeTcsd

KAK NMOHATD,

YTO VCTPOMCTBO 3APAKEHO? Camo 3aBepLuaeT pa6oTy NpuUnoXeHu

lNoka3sbiBaeT BCMN/bIBalOLWME OKHA

TepsieT 06bEM NaMATU

MosBoHMUTe B 6aHK 1 nonpocute 3a6/10KMpoBaTh AOCTYN

YTO OEJ1ATDb, K OHNaWH- 1 MOﬁManOMY 6aHKy U BCe KapTbl, KOTOPble
ECNTU HA yCTPOﬁCTBE BUPYC? UCrno/sib30BaJ/in Ha YCTPOUCTBE
O6paTuTech B CEPBUCHbIN LIEHTP, YTOObI BbifIeUnTb FragXkeT

MepeBbinycTUTE KapTbl, CMEHUTE JIOFMH U Naposib
OT OHNaWH-6aHKa 1 3aHOBO YCTaHOBUTE 6aHKOBCKOE NPUNOXEHNe

MUcnonbsynte aHTUBUPYC 1 PErynApHO ero o6HoBNANTE

KAK 3AWLNTUTD

. He nepexoguTe no ccbizikam OT HE3HAKOMUEB, HE YCTaHaBMBanTe
YCTPOUCTBO OT BUPYCOB?

nporpaMmMbl NO UX NPOCbOE U He UCMONb3YNTE HyXune dneLku
CkauuBanTe NpUMOXEHUS TO/IbKO U3 NPOBEPEHHbIX UCTOYHUKOB
O6HoBNANTE ONepPaLMOHHYIO CUCTEMY YCTPOMCTBA

MUs6eranrte o6uiepoctynHbix Wi-Fi-ceTen

Monapo6Hee o 3awmTe raf)KeToB ®duHaHcoBas
uymTamTe Ha fincult.info KynbTypa




